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Weeks after highlighting Ecuador’s 
deteriorating security situation in May’s 
Global Insights, violent protests exploded 
in the country, led by the powerful 
Confederation of Indigenous Nationalities of 
Ecuador (Confederación de Nacionalidades 
Indígenas del Ecuador or CONAIE). Inflation, 
unemployment, and escalating food and 
fuel prices have crippled the economy of 
the oil-producing nation, prompting the 
anti-government protests. 

The protests started in the Ecuadorian 
countryside on 13 June and made their 
way to major cities, including the capital of 
Quito. They were reminiscent of the October 
2019 CONAIE-led protests opposing the 
removal of fuel subsidies (safety concerns 
had forced Ecuador’s federal government to 
temporarily relocate from Quito to the port 
city of Guayaquil). 

Protestors became violent (looting stores, 
and attacking vehicles and fellow citizens), 
and police forces responded with force 
including the deployment of tear gas. 
Protestors also cut off several primary travel 
routes throughout the country – including 
all roads to Quito – causing food, fuel, and 
medication shortages in many areas. 

President Lasso eventually declared a state 
of emergency in six provinces to enable the 
deployment of armed forces to maintain 
order, suspend civil rights, and impose 
curfews. The declaration was met with 
extreme dissent from opposition members 
already concerned about the security forces’ 
excessive force against protestors. The next 
day Lasso lifted the state of emergency, a 
surprise move that coincided with a petition 
in the National Assembly to remove him 
from office.

President Lasso finally conceded to 
the protestors’ demands on 30 June, 
effectively ending the protests (although 
sporadic protests prompted him to once 
again declare a state of emergency for the 
provinces of Azuay, Imbabura, Sucumbios, 
and Orellana). The Ecuadorian government 
has reported that the cost to the economy 
– most pronounced in the public oil sector, 
private flower and dairy sectors, and 
tourism sector – was approximately USD 
500 million. The energy ministry claims that 
USD 213 million of this lost revenue was 
caused by the disruption to the oil industry 
alone!
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These protests are far-reaching for President Lasso when 
considering his approval ratings, which have dropped significantly 
over the course of 2022 (his rating of 75% in September 2021 
dropped by 38% when measured in May 2022, as reported by 
Bloomberg News). He narrowly avoided impeachment on 29 June 
when the General Assembly vote fell short by just 11 votes. 
It must be noted that CONAIE has been instrumental in toppling 
three Ecuadorian presidents over the past 25 years. 

Lasso is sure to be aware of CONAIE’s track record and formidable 
political and social power, which are likely to have been a strong 
motivating factor behind his capitulation to its demands after just a 
few short weeks. 

As things currently stand, the peace agreement with CONAIE gives 
Lasso 90 days to negotiate all 10 terms on the protestors’ list of 
demands. These include lowering and freezing the fuel price; 
renegotiating private debts; reducing food prices; a moratorium 
on the expansion of the mining and oil industries; ending the 
privatization of public companies; and security, protection, and 
effective public policies to curb crime (Ecuador’s security situation 
continues to deteriorate, evidenced by five car bombings in May 
alone).

CONAIE’s list of concessions is extensive and will be difficult to 
satisfy in just 90 days. This, coupled with the President’s decreasing 
popularity, means that it will be no surprise if protests start up again 
soon.

Ecuador
- In 1997, CONAIE-led uprisings 

helped oust then-President 
Abdali Bucaram 

 - In 2000, CONAIE supported a 
military coup d’état that deposed 
then-President Jamil Mahuad 

 - In 2005, CONAIE participated 
in an uprising that ousted then-
President Lucio Gutiérrez

CONAIE
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Brazil
Crime and kidnapping have been rampant throughout Brazil 
for decades. A type of kidnapping called sequestro relâmpago 
(lightning kidnapping – also known as express kidnapping) 
significantly increased across many of Brazil’s cities. Victims – 
tourists, urban professionals, and expatriates being common 
targets – were apprehended and forced to withdraw cash from 
ATMs. 

By 2010, lightning kidnappings had decreased substantially due 
to greater employment opportunities for impoverished Brazilians, 
improved security measures, police crackdowns on kidnappings, 
and limits on ATM transactions.

However, in October 2020 the Central Bank of Brazil (Banco Central 
do Brasil) launched its own digital payment platform called PIX, 
facilitating a service enabling phone-to-phone transfer of money, 
which is instantaneous and available 24 hours a day, 7 days a week. 
Transfers can be initiated through almost every payment service 
provider in Brazil by using an alias or scanning a Quick-Response 
(QR) Code. Within months of PIX’s launch, the number of lightning 
kidnappings in São Paulo – Brazil’s most populous state – rose by 
40%. Tech-savvy criminal gangs immediately saw the opportunity 
to transfer large sums of money in a short amount of time. Victims 
are reportedly accosted by attackers (some disguised as taxi drivers 
or police officers) and forced to make mobile transfers to digital 
accounts. The popularity of the app with Brazil’s working-class 
citizens has made them a target for criminals, which was not the 
case in the past. 

The issue escalated so quickly that after a public 
outcry in September 2021, the Central Bank imposed 
a $200 transfer limit on PIX payments made between 
8pm and 6am (the window period when most attacks 
occur). Users can increase their limit, but the request 
takes at least 24 hours to implement. Although 
this measure has helped to decrease the amount 
of money kidnappers are able to extort, it has not 
curbed the issue of lightning kidnappings, which 
continue to plague the country.

BRAZIL

Within months of PIX’s launch, the
number of lightning kidnappings in
São Paulo rose by:

40%
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In addition to kidnappings, both violent and petty crime continue 
to ravage Brazil. Public transport, hotels, and high-traffic tourist 
areas report the highest crime rates. Burglaries, armed robberies, 
petty theft, home invasions, and carjackings are all issues in Brazil’s 
major cities, including Brasilia, Rio de Janeiro, São Paulo, Curitiba, 
Porto Alegre, Salvador and Recife. A toppling economy has only 
exacerbated the situation. According to the United Nations Office of 
Drugs and Crime (UNODC), Brazil has one of the highest homicide 
rates in the world (27.4 homicides per 100,000 inhabitants). In fact, 
the country ranks in the top 20 countries worldwide.

The state of the country has drastically affected the approval ratings 
of far-right President Jair Bolsonaro. He faces the very real risk of 
losing his title in the forthcoming presidential elections scheduled 
for 2nd October 2022. Former President Luiz Inácio “Lula” da Silva 
has a double-digit lead ahead of Blosonaro in the polls, as at the 
time of writing this piece. Lula, a leftist, was president of Brazil from 
2003-2010. He was popular with much of his constituency, but his 
administration was plagued by corruption scandals, and in 2017 Lula 
was convicted and sent to prison. His sentence was overturned, and 
his conviction annulled in 2021, which paved the way for another 
bid for the presidency. His return as a frontrunner is not surprising 
considering that many countries in South America are voting to 
inaugurate leaders with socialist ideologies. Brazil could well be 
following this leftward trend. 

The run-up to the election has taken a violent turn after Lula’s 
party treasurer was recently murdered by a supporter of President 
Bolsonaro. Both the President and Lula have called for calm, but the 
homicide has stoked fears of further violence as the elections draw 
closer.
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Burkina Faso
Like its Sahel region neighbors, Niger and Mali, Burkina Faso is 
insecure after being ravaged by violence largely driven by al-Qaeda 
and ISIL-affiliated terrorist groups (including Jama’at Nusrat al-Islam 
wal-Muslimin - JNIM). Unlike its landlocked neighbors, Burkina 
Faso is home to over 440 gold mines, making it the fourth largest 
gold producer in Africa. Its location has also made it a hub for 
regional economic trade routes connecting other landlocked Sahel 
countries to the West African coast. Experts cite the gangs’ desire 
for control of the mines and the trade routes as the primary reason 
for Burkina Faso becoming the epicenter of violence and conflict in 
the region. Statistics have been steadily increasing since 2018, but 
2021 was by far the country’s most brutal year and by all indications, 
this trend is continuing in 2022. The jihadist groups, which were 
previously concentrated in Burkina Faso’s North and East regions, 
have moved further south to the capital region and beyond. The 
conflict is now affecting the country’s southern borders with Côte 
d’Ivoire, Benin, and Ghana – particularly the Cascades region along 
the Cote d’Ivoire border. The Burkinabe government is maintaining 
a state of emergency in the Sahel and East regions; the provinces of 
Kossi and Sourou in the Boucle de Mouhoun region; the province of 
Kenedougou in the Hauts Bassins region; the province of Loroum in 
the North region; and the province of Koulpelogo in the Center-East 
region. 

According to the Armed Conflict Location & Event Data Project 
(ACLED), a total of 1,315 events of organised political violence – 
including violence against civilians – were recorded in Burkina Faso 
in 2021. This represented a 100% increase from 2020! This violence 
led to at least 2,354 fatalities, exceeding Mali for the second time in 
the last three years. 
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The capital of Ouagadougou is not 
immune to violence and has also been 
plagued by crime, but it has largely 
avoided the targeted attacks threatening 
the rest of the country to date. It has, 
however, become a haven for citizens 
displaced by the violence. This influx 
has had several negative implications, 
including increased competition for jobs, 
stretched humanitarian social services, 
and an influx of crime into the city.
In January 2022, Burkina Faso’s President 
Roch Marc Christian Kabore was ousted 
in a coup. The country’s deteriorating 
security situation was in all likelihood a 
major contributing factor behind the coup. 
The country’s new leader – Lieutenant-
Colonel Paul-Henri Sandaogo Damiba 
– declared that the security of Burkina 

Faso would be his top priority, but despite 
a short lull in violence, attacks resumed, 
and hundreds have since been killed. 
In June 2022 West Africa’s mediator for 
the country reported that Burkinabe 
authorities control only 60 percent of the 
country.

In addition to the violence inflicted by 
various armed groups, Burkinabe citizens 
have also had to deal with human rights 
violations and abuses at the hands of 
the Burkinabe military. According to 
the NGO Human Rights Watch, 2017-
2018 saw not only the commencement 
of counterterrorism activities by the 
military. It also saw a rise in murders and 
mass arrests, specifically targeting the 
nomadic Fulani group. A grave with 180 

bodies was found in the northern town 
of Djibo, all allegedly killed by security 
forces. According to the NGO, in 2021 the 
Burkinabe military killed almost as many 
people as all the jihadist groups combined.

The threat of kidnapping is pervasive 
throughout Burkina Faso. Jihadist groups 
regularly use kidnapping for ransom as a 
means of instilling terror and generating 
revenue. Kidnap victims are often taken to 
neighboring countries and are sometimes 
held for years. Western foreigners, both 
expatriates and visitors, are specific 
targets. In April 2022, an 83-year-old 
American nun was kidnapped from her 
home in Yalgo, where she had lived since 
2014. As at the time of writing of this 
report, she was still being held hostage.
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Tanzania
Despite being almost completely surrounded by countries wracked 
with insecurity, Tanzania continues to be one of East Africa’s most 
stable nations. It is not entirely without concerns, however. The 
rapidly deteriorating situation in Mozambique’s Cabo Delgado 
province, as outlined in June’s Global Insights, has caused increasing 
concern of the violence potentially spilling over into neighboring 
Tanzania, which shares a direct southern border with the volatile 
region. Over the past few years – most notably 2020 and 2021 – 
militants from the Cabo Delgado province crossed into Tanzania’s 
Mtwara Region and carried out several violent attacks. Military forces 
successfully drove them out of the area and back over the border. 
Despite the government increasing security at the border (including 
intermittent border closures), an investigation by news organisation 
Anadolu Agency discovered that border crossings and trade 
continues - sometimes completely unobstructed. 

These findings, coupled with the extreme violence currently 
devastating Cabo Delgado, has Tanzanians, officials and analysts 
concerned that the attacks could reach Tanzania again. International 
Crisis Group has also reported that some of the militants’ leadership 
in northern Mozambique are Tanzanian, which has heightened the 
fear that an attack in Tanzania could be planned from the other side of 
the border by those who are very familiar with the inner workings of 
the country.

Security concerns are also evident along Tanzania’s western border 
with the Democratic Republic of Congo (DRC), Burundi, and Rwanda. 
Bandit attacks have been reported along the shared border with all 
three countries, as well as along the Kenyan border in the Kagera region. 
People traversing the Kigoma Region, along the border with Burundi, 
have fallen victim to armed robberies as well as vehicle hijackings. Global Insights Report
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Tanzania
Despite not having had a major terrorist 
attack in over 20 years, it has been 
reported that numerous terrorist 
organisations continue to operate 
in Tanzania. Extremists linked to the 
Somalia-based Islamic terrorist group, 
Al-Shabaab, have been arrested by 
Tanzanian authorities before, and are 
believed to be present and active in the 
country today. It is also believed that 
Islamic terrorist groups operating in 
Cabo Delgado in northern Mozambique 
are also actively recruiting new 
members in Tanzania. The fact that these 
groups are allegedly led by Tanzanians 
lends weight to this belief.
 
Crime is common in Tanzania, 
particularly in the country’s urban 

centers like Dar es Salaam and Arusha. 
Property crime (such as vandalism 
and theft, petty theft, muggings, bag 
snatchings, and armed robberies) have 
all become more common over recent 
years. There have also been reports of 
botched armed robberies ending with 
victims being killed. 

Kidnappings, most notably express 
kidnappings, are quite common in 
Tanzania – particularly in Dar es Salaam. 
Foreign expatriates and tourists are 
favoured targets, often falling victim 
when hailing taxis at airports, hotels 
and off the street. Most are released 
once their bank cards are maxed out 
after ATM withdrawals. Criminals have 
been reported to specifically target 

international travelers enroute to the 
airport, anticipating that the victim 
would rather catch their flight out 
instead of delaying departure to file a 
police report. 

In southern Tanzania the threat of 
militants from Cabo Delgado in northern 
Mozambique is of concern. Here 
kidnappings are used as a form of terror, 
a revenue stream, a means of taking 
child brides, and to conscript soldiers. 
Although there have not been any 
reports of cross-border kidnappings in 
Tanzania, the threat remains.
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India 
On 29 May, a famous Punjabi singer and rapper named Sidhu Moose 
Wala was murdered while driving his SUV in Punjab (in the village 
of Jawaharke near the city of Mansa). His SUV was intercepted and 
blocked by two vehicles before assailants shot and killed Moose Wala. 
While some sources say that the murder was an act of inter-gang 
rivalry, others have reported that it was in retaliation to Moose Wala 
refusing to pay extortion demands. He had allegedly been targeted 
for an extended period of time but had refused to give in to the 
threats. 

The Punjab-based Lawrence Bishnoi gang claimed responsibility 
for the murder shortly thereafter. The gang is led by its namesake 
– Lawrence Bishnoi – a 31-year-old Punjabi career criminal who 
is currently imprisoned in a maximum security Tihar jail (with 65 
pending criminal cases). The gang is reported to have nearly 1,000 
associates across five countries (India, Canada, Dubai, Austria, 
and Mexico) and seven Indian states (Punjab, Haryana, Rajasthan, 
Chandigarh, Delhi, Maharashtra, and Himachal Pradesh). Bishnoi 
continues to lead the gang from jail, with the help of his cousin 
Sachin Bisnoi (who lives in the Punjab region and heads the gang’s 
recruitment and target planning), his brother Anmol (who lives in 
Austria), and Satinder Singh (alias Goldy/Goldie Brar, who lives in 
Canada). Brar has headed a Punjab-based extortion ring for years and 
has claimed that Moose Wala’s murder was also in retaliation to the 
2021 murders of an associate and his cousin (although Moose Wala’s 
connection to those murders has not been established).

The Lawrence gang’s current primary revenue sources are 
kidnapping for ransom, extortion, and murder. Law enforcement 
sources have reported that they have also established connections 
with drug cartels in Mexico over the last five years.Global Insights Report
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Since Moose Wala’s death, the Punjabi region 
is reported to have experienced an increase in 
extortions. Prominent businessmen, tradesmen, 
and companies have received extortion 
threats. Although extortionists have identified 
themselves as members of the Lawrence Bishnoi 
gang, many are believed to be impostors with 
no links to the organisation. Several of these 
extortion calls have been traced back to Pakistan. 



The ransomware gang, Conti – one of the most prolific threat actors 
in the world – has seemingly retired its brand. After unexpectedly 
announcing its intention to cease operations back in May, the threat 
actor shut down all remaining Conti-attributed sites in mid-June. This 
all just months after having issued a statement pledging allegiance to 
Russia after its invasion into Ukraine, which caused extreme dissent 
among members, many of whom are located across Eastern Europe 
– including Ukraine.  

Their shutdown comes after months of intense attacks, beginning 
with an ARMattack campaign in November and December 2021, 
which affected at least 40 organisations worldwide. Conti then 
unleashed devastating months-long attacks on the governments of 
Costa Rica and Peru, which affected tax payments and the national 
healthcare systems, and led to the Costa Rican President declaring a 
national state of emergency in May 2022.

It is believed that Conti’s problems with extracting ransom payments 
started after its declaration of loyalty to Russia. Many corporations – 
specifically those in the United States – expressed concerns about 
breaching sanctions set by the Office of Foreign Assets Control (OFAC) 
of the United States Department of the Treasury, which ‘administers 
and enforces economic and trade sanctions based on US foreign 
policy and national security goals.’ US corporations were concerned 
that paying ransom money to a Russia-based organisation in support 
of Putin would result in criminal and/or civil charges imposed by the 
US government. Conti also experienced a major leak that saw its 
tools and tactics exposed in the public domain. It is believed to have 
been perpetrated internally from disgruntled members after the 
declaration of loyalty to Russia.
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The organisation may have retired, but its members have not. A 
new ransomware-as-a-service (RaaS) syndicate named Black 
Basta surfaced in April 2022, believed to be comprised of former 
members of Conti. Black Basta has become a major threat in a short 
period of time with attacks affecting nearly 50 known victims in 
Australia, Canada, US, UK, and New Zealand. Their modus operandi 
is double extortion – described in June’s Global Insights – a strategy 
where threat actors also extract data from the target’s computer 
system in tandem with the initial ransomware attack. Failure to pay 
the ransom to decrypt the extracted data results in it being publicly 
released. According to cybersecurity company Cybereason, Black 
Basta has targeted a wide range of industries including automobile, 
construction, pharmaceutical, manufacturing, and transportation. 
According to the tech security website BleepingComputer, Conti’s 
shutdown put a syndicate named LockBit 2.0 in the position of 
leading ransomware threat actor, with Black Basta quickly rising in 
prominence. 

In the geopolitical arena, the Lithuanian government and several 
associated businesses were impacted by denial-of-service (DDoS) 
attacks in late June 2022 in a cyberattack that is still ongoing (as at 
the time of writing this report). On 9 July, state-owned energy group 
Ignitis announced that it had ‘experienced its biggest cyberattack 
in a decade.’ Although they quickly got the situation under control, 
the attack impacted on digital services to citizens. These attacks 
started after Lithuania began to enforce EU sanctions on the transit 
of embargoed goods to Kaliningrad, a Russian exclave on the Baltic 
coast. Killnet hackers linked to Russian intelligence services have 
claimed responsibility.
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